Tuneles en el CiberEspacio
Segunda parte

Alla por el numero 2 de TuxInfo, habia publicado la primera parte de esta nota, donde
hacia una gran introduccién a lo que eran redes privadas virtuales.

En esta ocasion, mostraremos la configuracion de otra tecnologia para la
implementacién de VPN’s, llamada OPENVPN.

Es un proyecto GNU, que también tiene un cliente en WINDOWS. Puede ser usada en
la topologia LAN to LAN, en el momento en que todo esta conectado, o también podria
ser usada como Perfiles moviles, en este caso, usuarios con Desktops o Notebooks en
Windows.

En esta nota, Abarcaremos esta topologia.

En la tecnologia pptp , el método de autenticacién del Usuario , es de Usuario y
Password. En esta tecnologia, el método que se usa de autenticacion, es de certificados
digitales. El servidor genera un certificado , y también genera un certificado para los
clientes. Luego, hay que alojar los certificados y las keys de los clientes, usando el
programa openvpn-gui.

Servidor OPENVPN:
El servidor OPENVPN lo configuraremos en lo que para mi es la mejor distribucion de

Linux, o sea, debian.
Para ello, instalaremos el paquete, via apt-get
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e network daemon.:.

Una vez que hemos bajado e instalado el software, resta la configuraciéon. Usaremos los
scripts que nos provee el paquete para la correcta configuracién.

debian:~# cp -a /usr/share/doc

doc/  doc-base/

debian:~# cp -a /usr/share/doc/openvpn/examples/easy-rsa/ /etc/openvpn/
debian:~# cd /etc/op

openoffice/ openvpn/ opt/

debian:~# cd /etc/open

openoffice/ openvpn/

debian:~# cd /etc/openvpn/easy-rsa/2.0/
debian:/etc/openvpn/easy-rsa/2.0# Is

build-ca build-key-server Makefile sign-req
build-dh build-req openssl-0.9.6.cnf.gz vars
build-inter ~ build-req-pass openssl.cnf whichopensslcenf

build-key clean-all pkitool

build-key-pass inherit-inter README.gz

build-key-pkcs12 list-crl revoke-full

debian:/etc/openvpn/easy-rsa/2.0# . ./vars

NOTE: If you run ./clean-all, I will be doing a rm -rf on /etc/openvpn/easy-rsa/
2.0/keys

debian:/etc/openvpn/easy-rsa/2.0# ./clean-all
debian:/etc/openvpn/easy-rsa/2.0# ./build-ca

Generating a 1024 bit RSA private key
+H++++

+H++++

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,




If you enter '.", the field will be left blank.

Country Name (2 letter code) [US]:ar

State or Province Name (full name) [CA]:BA

Locality Name (eg, city) [SanFrancisco]:BuenosAires

Organization Name (eg, company) [Fort-Funston]:Linuxin
Organizational Unit Name (eg, section) []:Nada

Common Name (eg, your name or your server's hostname) [Fort-Funston
CA]:VPNServe

Email Address [me@myhost.mydomain]:mguazzardo76@gmail.com

¢Que hemos hecho aca?.

debian:/etc/openvpn/easy-rsa/2.0# . ./vars
Se setean las variables de ambiente.

debian:/etc/openvpn/easy-rsa/2.0# ./build-ca
Se generaran el certificado. Mas abajo generaremos la key del server.

debian:/etc/openvpn/easy-rsa/2.0# ./build-key-server vpnserver

Generating a 1024 bit RSA private key
FH+++

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [US]:AR

State or Province Name (full name) [CA]:BA

Locality Name (eg, city) [SanFrancisco]:BuenosAires

Organization Name (eg, company) [Fort-Funston]:Linuxin
Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) [vpnserver]:
Email Address [me@myhost.mydomain]:mguazzardo76@gmail.com

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:tupass

An optional company name []:

Using configuration from /etc/openvpn/easy-rsa/2.0/openssl.cnf
Check that the request matches the signature
Signature ok

The Subject's Distinguished Name is as follows
countryName :PRINTABLE:'AR'
stateOrProvinceName :PRINTABLE:BA'
localityName :PRINTABLE:'BuenosAires'




organizationName  :PRINTABLE:'Linuxin'

commonName :PRINTABLE:'vpnserver'

emailAddress :IAS5STRING:'mguazzardo76@gmail.com’

Certificate is to be certified until May 19 18:06:51 2019 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

Ac4, se genera la key del server. Fijarse, que la key se llamara vpnserver.key

Generaremos la key del cliente.

debian:/etc/openvpn/easy-rsa/2.0# ./build-key cliente

Generating a 1024 bit RSA private key

........... ++++++

T

writing new private key to 'cliente.key’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [US]:AR

State or Province Name (full name) [CA]:BA

Locality Name (eg, city) [SanFrancisco]:BuenosAires

Organization Name (eg, company) [Fort-Funston]:Linuxin
Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) [cliente]:
Email Address [me@myhost.mydomain]:cliente@algo.com

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:cliente@algo.com

An optional company name []:

Using configuration from /etc/openvpn/easy-rsa/2.0/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'AR'
stateOrProvinceName :PRINTABLE:'BA'
localityName :PRINTABLE:'BuenosAires'
organizationName  :PRINTABLE:'Linuxin'
commonName :PRINTABLE:'cliente'
emailAddress :IASSTRING:'cliente@algo.com'’

Certificate is to be certified until May 19 18:09:20 2019 GMT (3650 days)
Sign the certificate? [y/n]:y




1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

debian:/etc/openvpn/easy-rsa/2.0# ./build-dh
Generating DH parameters, 1024 bit long safe prime, generator 2
This is going to take a long time
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Vemos donde quedaron las keys, y los certs

debian:/etc/openvpn/easy-rsa/2.0# Is keys

Ol.pem ca.crt cliente.crt cliente.key index.txt  index.txt.attr.old serial
vpnserver.crt vpnserver.key

02.pem ca.key cliente.csr dh1024.pem index.txt.attr index.txt.old  serial.old
VpNServer.csr

Ahora , copiamos la key y el cert del Server, a la carpeta /etc/openvpn

debian:/etc/openvpn/easy-rsa/2.0# cd keys

debian:/etc/openvpn/easy-rsa/2.0/keys# cp ca.crt ca.key serial

serial  serial.old

debian:/etc/openvpn/easy-rsa/2.0/keys# cp ca.crt ca.key vpnserver.crt vpnserver.key
dh1024.pem /etc/openvpn

Luego, copiar cliente

“3 keys - root@192.168.119.131 - WinSCP

Local Mark Files Commands Session Options Remote Help
o5 - BB e MRS Default - %~
<[t Disco local e iE
Mame Ext Size | Type Changed Changed Rights
5., Parent directory 21/05f200... IE£d.. Z21/05/2009 15:..,  rwxr-xr-x rook
Ecaart 1.294  Certificado des...  21/05/200... vpnserver.key 887 21/05/2009 15:...  rwe-----—- rook
Ediente.crt 3,822 Certificado des...  21j05{200... =l vpnserver.csr 71z Z1/05/2009 15:...  pw-r--r-- roak
cliente.csr 704 archivo CSR 21J05jz00... vpnserver.crt 3.959  Z1/0S/2009 15:...  rw-r--r-- rook
cliente.key 537 Archivo KEY z1J050200... serial.old 3 21/05/2009 15:...  rw-r--r-- rook
serial 3 21/05/2009 155, rw-r--r-- rook
index.txt.old 113 21/05/2009 15:...  rw-r--t-- rook
index.txt.attr.old 21 Z1J05/2009 15:...  rw-r--r-- rook
index.txt.attr 200 Z1/05/2009 15:..,  pw-r--r-- rook
@ index. Ext 218 21/05/2009 15:...  rw-r--r-- rook
dh1024.pem 245 Z1/05/2009 15:...  pw-r--r-- rook
cliente key a7 Z1/05/2009 15:...  fwe-----—- rook
cliente.csr 704 21/05/2009 15:...  rw-r--r-- rook
Eldiente, crt 3,822 21/05/2009 15:..,  Pw-r-r-—- rook
ca.key 887 Z1/05/2009 15:...  P-----—- rook
Eleacrt 1,294  Z21/05/2009 15:..,  rw-r--r-- rook
0Z.pem 3.822  21/05/2009 15:..,  rw-r--r-- rook
01.pem 3,959 21/05/2009 15:...  rw-r--r-- roak
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o F2Rename | F4Edt 23 FS Copy (3 Fé Move [ F7 Create Directory 3¢ FA Delete 5 F9 Properties W) F10 Quit
g  SFTP3 00311

debian:/etc/openvpn# /etc/init.d/openvpn start

Starting virtual private network daemon: server.

debian:/etc/openvpn# ps -ef | grep openvpn

nobody 2161 1 014:257? 00:00:00 /usr/sbin/openvpn --writepid
/var/run/openvpn.server.pid --daemon ovpn-server --cd /etc/openvpn --config
/etc/openvpn/server.conf

Bajando el cliente pa win

http://openvpn.se/download.html

Luego, hay que ir al directorio de configuracion



http://openvpn.se/download.html
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Detalles

Fundamental, que el archivo de configuracion del cliente, tenga lo siguiente:

tls-client

client

dev tun

proto udp

remote 192.168.119.131
resolv-retry infinite
nobind

persist-key
persist-tun

ca ca.crt

cert cliente.crt

key cliente.key
comp-1zo

verb 4

Lo llamamos cliente.ovpn

Una vez que cargamos el archivo de configuracién del cliente, en mi caso en la carpeta
D:\archivos de programa\openvpn\, podremos lanzar la vpn. Un error muy comun, es
que no encuentre los archivos crt o key, estos deberan estar en la misma carpeta, sino el

programa no lo podra leer.

Si algun error hubiera aparecido, por favor, fijarse en el directorio logs. Ahi mismo
podran encontrar la informacién de por que aparece el error.

Cualquier duda, mandenme un email a mguazzardo76@gmail.com

Saludos

Marcelo Guazzardo http://mguazzardo.wordpress.com
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